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IT Security Bulletin

The IT Security Bulletin is sent on a quarterly basis (semiannually to students) or as needed to inform the
WKU community of IT security issues and best practices. If you have any questions, please contact IT
Support via one of the methods listed at http://www.wku.edu/it/contact.

Securing the Human
WKU now has SANS Securing the Human (StH) training available to all faculty, staff, and student
employees. StH training can be beneficial to any WKU employee that is required to use a computer. To
find out more about the training, visit http://www.wku.edu/it/security/training.php.

Incident Response

Do you know how to report an information technology security incident? For example, you responded
to a phish or you suspect one of your accounts or systems has been compromised? Check out the new
button on the IT Security web site at http://www.wku.edu/it/security:

Report an Incident

Use this new form if you need to report an IT security incident. It is important to report IT security

incidents as soon as possible in order for them to be investigated in a timely manner.

Phishing Scams
Phishing scams continue to be a security threat to WKU as well as other organizations. WKU IT will
never ask you for your password. A lot of recent phishing attempts appear to be from WKU IT warning
you that your mailbox is being moved, has been compromised, or is full. Please forward any email that
you think may be a phishing attempt to phish@wku.edu.

You can learn more about phishing scams at http://www.wku.edu/it/security/sc-phishing.php




Phish Bowl

A new website has been created by WKU IT with recent examples of phishing emails. We call it the

|”

“phish bow

® © ® / 4i7pivision - PhishBowl % Greg

C' [ wwwwku.edu/it/phishbowl/index.php?utm_campaign=it_phis.. kg =

&I WKU =

IT Division - Phish Bowl

Menu

Welcome to the WKU Phish Bowl!

The Phish Bowl is where you should check for recent phishing scams sent to the WKU
community. WKU IT posts recent phishing scams that are reported to phish@wku.edu. If you
receive an email that you suspect is a phishing scam, check the Phish Bowl to see if it has

been posted here. If you find the email here, do not respond to it and delete the email. If
you don't see it here, and you are still unsure, contact the IT Helpdesk to verify its legitimacy.

Learn More About Phishing

Recent Phishing Emails

Subject: JOB OPPORTUNITY FOR STUDENTS

From: User, Gullible [gullibleuser@outiook.com]
Sent: Monday, August 15, 2016 5:11 AM

Work with little or no stress and earn the sum of ($350) weekly...

Subject: Western Kentucky University Who's Who (2016 Edition) - You are
inc...

From: User, Gullible [gullibleuser@newsnight2.info]
Sent: Sunday, August 14, 2016 2:36 PM

Good afternoon. We're writing to let you know that you received...

The Phish Bowl and the IT Twitter account (@ WKUIT) publish the most recent known examples of
phishing affecting WKU email and TopperMail. Check out the Phish Bowl often for updates:
http://www.wku.edu/it/phishbowl/index.php?utm_campaign=it_phish bowl&utm medium=website&u

tm_source=it_security bulletin

Network Security

In order to enhance network security for the WKU campus, we are now blocking incoming connections
to residence hall and WKU-WIRELESS networks that originate from the Internet. The vast majority of
people on campus, even those in residence halls, will not notice this change. Essentially, we are making
the network at like your home router, which also blocks this type of traffic by default. If you have
guestions, please contact the IT Helpdesk.

University Policy
All users of WKU Information Technology resources, including but not limited to WKU employees and
students, are required to read and understand WKU’s IT policies. Failure to understand and abide by
these policies could not only result in disciplinary action but could expose the University or you to
various liabilities. IT policies, like technology in general, evolve over time, so it is a good idea to review
them regularly for changes. Please see the IT policy web site for more information:

http://www.wku.edu/it/policies/




